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OPENING STATEMENTS

T

he CIGRE Chilean commission has been
closely observing what has been happening
around the world for some time about the
potential threats and cyberattacks that the
electricity
system infrastructures could
suffer. In addition, there is an increase in
standards and policies that have
been
carried out in the country regarding
guidelines and recommendations for both
public and private institutions that have
their information systems connected to their
internal / external networks and the internet,
and the risk which entails not taking
control, visibility and mitigation measures
against
cyber
security
incidents.
In this scenario and together with the absence today of a Critical Infrastructures Law
(II.CC.)
-which rules and regulates the areas of
protection thereof- it is proposed to form a
working group in August 2018, in order to
generate a discussion and analysis on the
security standards, systems and architectures present in the electricity grids in Chile.
The foregoing under the prism of studying
the main international regulations and best
practices in industrial cybersecurity, considering at the same time a view of cyber-risks
to determine their greater or lesser robustness and resilience against cyber attacks. All
this would make it possible to develop
proposals for cybersecurity in the electricity
sector.

The present work is the effort of about 40
engineers, technicians and experts who
for more than a year met periodically to
analyze the cybersecurity gaps in the sector,
quantify
the
degree of cybersecurity
maturity
(based on international regulations)
and propose a
Cybersecurity
Master Plan for the
electricity sector
with
concrete
short, medium and
long-term measures, which allows
to support the
government and companies in the sector in
conducting the management of cybersecurity of critical infrastructures in a strategic,
collaborative and proactive way.
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Gabriel Olguín P.
President
CIGRE Chile

Gabriel Olguín Parada
President CIGRE Chile
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In August 2018 we started as CIGRE

Eduardo Morales
Cabello
Member CIGRE
and leader of the
GW Technical
Cybersecurity
CIGRE Chile
representative
Representative at
CIGRE Mundial
Study Committee
(SC D2) Information Systems and
Telecommunication
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Chile the cybersecurity working group for
the electricity sector with a very clear and
ambitious objective, to
contribute with analysis and reflections to
generate a plan with
concrete measures to
address cybersecurity
in the electricity sector
from the perspective
of risk management
and cyber resilience.
All this after a year of
having published in
2017
the
National
Cybersecurity
Policy
by the Government of
Chile,
where
the
energy sector appears as one of the main
critical information infrastructures that must
be protected against potential cyber
attacks.
The working group made up of nearly 40
specialist engineers from both the public
and private sectors met periodically to
advance the analysis in question. With great
pride I must emphasize that I feel privileged
to have led a team of this professional quality. Thanks to the contribution and vision of
each of them, we have been able to arrive at
a document with a consensual technical
view that presents a Cybersecurity Master
Plan 2021-2023 that proposes a route to
address the protection of electrical infrastructure in cyberspace, but which It can also
serve as a guide for critical infrastructure in
other
sectors
of
the
country.
This document sets out seven long-term
strategic objectives, aimed at addressing the
challenges as the electricity sector and also
as a country for the protection of critical
infrastructures facing cyberspace threats,
incorporating concrete measures for both

public and private sector institutions. Additionally, a report on the analysis of cybersecurity gaps in the electricity sector in Chile
is attached, which complements and provides the necessary support to reach the
Master Plan. For this work we employ agile
methodologies, organizing ourselves into
work cells where we address cybersecurity
gaps in the legal, technical regulation and
organizational governance areas. We firmly
believe that an exhaustive analysis of the
current situation of the electricity sector
with respect to cybersecurity allowed us to
arrive more quickly and concretely at the
recommendations and specific measures
regarding the subject.
The great challenge we face once this work
is completed will be how to implement and
monitor these measures and strategic
guidelines over time. Without a doubt, it is
essential to have the collaboration of all the
actors in the electricity sector, so that they
cooperate, as mentioned in our National
Cybersecurity Policy, in the construction of
an open, free and safe cyberspace for all
Chileans.

Eduardo Morales Cabello
Member CIGRE and leader of the
GW Technical Cybersecurity
CIGRE Chile representative
Representative at CIGRE Mundial
Study Committee (SC D2) Information Systems and Telecommunication
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INTRODUCTION

The mass use of information and

communication technologies (ICT) generates multiple benefits
in the work of
citizens, such as the use of increasingly
automated systems that provide greater
facilities and access and the delivery of
services that allow people a better standard
and quality of life. Although this digitization of things contributes to the development of the country, it also entails risks that
can affect public safety, the essential rights
of people, and Chile's foreign security. These
risks can come from multiple sources and
can manifest themselves through activities
such as espionage, sabotage, fraud or cyberattacks carried out by other countries, by
organized groups or by individuals. These
scenarios lead us to have a greater awareness of what it means to protect not only
information, as we have conceptually
assumed for years, but also those infrastructures whose continuous and controlled
operation is critical for communities, and
which could eventually be subject to cyber
attacks in view of the effect or reaction that
this may produce.

Critical Infrastructure (II.CC) is defined as
the facilities, systems or part of these that
are essential for the maintenance of basic
social functions, and whose disturbance
or
destruction would seriously affect
health, physical integrity, security and
safety. social and economic welfare of the
population 1. In fact, to speak of critical
infrastructure is to speak of a strategic and
security issue of national defense, both in
physical environments and in cyberspace.
At the Latin American level, the issue of
critical infrastructure is pending, as revealed in the report "Protection of critical
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infrastructure in Latin America and the
Caribbean 2018" 2, launched by the Organization of American States (OAS) and Microsoft. Nearly 500 owners and operators of
critical infrastructure were surveyed and it
was found that 57% do not have a dedicated
budget for cybersecurity measures. This
reveals that the legislation is weak and that
there is still a lack of awareness in Latin
American countries to work on a national
policy of critical infrastructures that allows
this issue to be given the relevance it deserves.
In Chile, the National Cybersecurity Policy3
already mentions the importance of protecting the so- called Critical Information Infrastructures (ICI) from the perspective of their
protection in cyberspace, defining the
following sectors as critical: energy,
telecommunications, water, health , financial services, public safety, transportation,
public administration, civil protection and
defense.
Without a doubt, this is progress, but an
even greater effort is required to be able
to generate a II.CC. policy. and a law that
supports the bases of protection both in
the physical and in cyberspace. In our country, a high percentage of our II.CC. is in private hands,
who must adapt to the incorporation of
defined criteria, standards and good practices in cybersecurity matters in a coordinated
manner with the interests of a II.CC. policy.
long term.

That is why a solid base of information must
be built, starting with the strategic sector
plans
that allow identifying which are the
critical assets that must be protected and

http://www.cigre.cl/wp-content/uploads/2018/08/CARLOS-LANDEROS.pdf
https://www.oas.org/es/sms/cicte/cipreport.pdf
https://www.ciberseguridad.gob.cl/media/2017/05/PNCS-CHILE-FEA.pdf
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INTRODUCTION
what are their specific threats and vulnerabilities, to later determine the eventual
impacts. All this in order to measure maturity levels and monitor compliance with
protection measures.

Clearly, there are basic solutions that are
recommended for the protection of critical
infrastructure, such as ensuring a clear
division of responsibilities at the organizational level; a holistic approach (that addresses technical, social, economic, organizational, law enforcement and security policy,
among others); development of references
(frameworks, guides, procedures); training
in physical and digital security for the
personnel operating II.CC .; create sectoral
incident response teams (CSIRT); management of providers in the field of information
security (third parties) e; knowledge exchange at the national (private-public) and international level (collaboration agreements),
among other solutions.
For the owners of critical infrastructure,
awareness finally becomes a duty that is
connected with their institutional mission
and that allows them to
strengthen
national security and the sustainability of
the service they provide to all the country's inhabitants. As long as there is no
critical infrastructure law, there will be no
way to force homeowners to raise security
standards and society risks vulnerabilities in
the provision
of basic services ranging
from human error due to negligence,
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terrorist attacks and cyber attacks that they
could affect a significant part of the population.
Therefore, it is everyone's duty to take
action on this matter in such a way as to
equal ourselves to the most developed
countries that, through a legal framework
and well-defined guidelines for owners of
critical infrastructure, oblige us to protect
the services that are provided. they are
providing for a higher good that is "to ensure
the economic and social stability of the
countries." It is there where the publication
of this master plan and the cybersecurity
gap analysis report is aimed.
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This work responds to the following vision
and commitment:

View

•

To provide the Chilean electricity
sector with strategic guidelines and recommendations to become, in the medium and
long term, a critical cyber-resilient infrastructure in the face of new threats and
vulnerabilities in a digital world.

Commitment

•

In a limited period of time, deliver
the recommendations on cybersecurity for
the electricity sector at the governmental
and business levels to contribute to a future
law on critical infrastructure in cyberspace.
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